
LIBRAE IMMUNE AGENCY (LIA CORE v0.1.0)

ARCHITECTURAL STANDARDS COMPLIANCE & BNM
SANDBOX READINESS DOSSIER
Control-by-Control Mapping for ISO/IEC 42001:2023, ISO/IEC 27001:2022, and Bank Negara Malaysia (BNM) Sandbox
Readiness

Dossier Reference: LIB-DOC-2026-LIA-STND Standard Frameworks: ISO/IEC 42001:2023 | ISO/IEC 27001:2022

Target Jurisdiction: Bank Negara Malaysia (BNM) / Global Certification Agency:
Target SIRIM QAS International
Certification

Compliance Status: Architecturally Aligned & Audit-Ready Assessment Scope: LIA Core 5-Organ Cyber-Immune Daemon

1. ISO/IEC 42001:2023 (Artificial Intelligence Management System) Mapping
ISO/IEC 42001:2023 establishes the international standard for governing AI systems. The table below details LIA Core's native
architectural controls satisfying Annex A requirements:

Annex A Control ISO/IEC 42001:2023
Requirement

LIA Core Technical Implementation Audit Evidence /
Verification

A.5 AI Policy & Scope Establish organizational AI
boundaries, acceptable use, and risk
governance.

Declarative JSON/YAML Shield policy
engine with hard boundaries.

`shield/rules.json` &
immutable policy registry.

A.6 AI Risk Assessment Assess AI specific risks including
hallucination and adversarial
bypass.

RiskShield policy calculator with dynamic
severity scoring.

Severity classification on all
`NormalizedEvent` objects.

A.7 Data Quality &
Traceability

Maintain Explainable AI (XAI)
provenance and reasoning chain
traceability.

AuditTrace Merkle evidence ledger
capturing all tool payloads & ASTs.

`evidence_ledger.jsonl` with
Ed25519 signatures.

A.8 Lifecycle & Validation Validate candidate states prior to
production state transition.

Heal Organ Stage 4–5 ephemeral
sandboxed pre-commit validation.

Zero write operations to prod
state on test failure.

A.9 Human Oversight (HITL) Provide mechanisms for
human-in-the-loop intervention and
override.

Reflex Engine circuit breaking and manual
interdiction gates.

Instantaneous OS `SIGSTOP`
signal containment.

A.10 Continuous
Monitoring

Continuous runtime monitoring and
incident remediation.

Asynchronous EventBus watchdog with
automated 8-stage self-healing.

Automated fault isolation in <
185 ms.
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2. ISO/IEC 27001:2022 (Information Security Management) Mapping
LIA satisfies the information security and data protection controls mandated by ISO/IEC 27001:2022 Annex A:

ISO 27001:2022 Control Security Requirement LIA Architectural Implementation Status

A.5.15 Access Control
Restricted network endpoints and
tenant isolation.

Air-gapped loopback binding (127.0.0.1:8000/8001);
no external listening sockets. COMPLIANT

A.8.24 Cryptography
Proper key management and data
integrity protection.

AES-256 local encrypted storage & Ed25519
asymmetric signature pairs. COMPLIANT

A.8.12 Data Leakage
Prevent exfiltration of sensitive
telemetry/prompts.

100% on-premises execution; zero cloud telemetry
transmission. COMPLIANT

A.8.28 Secure Coding
Application security and input
validation.

Pydantic V2 BNF schema compilation suppressing
injection vectors. COMPLIANT

A.8.31 Separation of Env
Isolate development/sandbox from
production.

Stage 4 Ephemeral Sandboxes isolated via OS
memory boundaries. COMPLIANT

3. Bank Negara Malaysia (BNM) Fintech Regulatory Sandbox Alignment
LIA is tailored to meet the strict risk governance and technology risk management frameworks (RMiT) enforced by Bank Negara
Malaysia:

BNM Sandbox Requirement Regulatory Objective LIA Governance Mechanism Readiness Level

Traceable Audit Logging

Maintain immutable records of all
automated decisions for central bank
review.

Ed25519-signed Merkle evidence ledger
(`evidence_ledger.jsonl`). 100% Audit-Ready

Circuit Breaking & Limits
Prevent automated financial transactions
exceeding risk parameters.

RiskShield hard bounds & microsecond
interdiction (< 0.005 ms).

Active
Containment

Disaster Recovery & Uptime
Guarantee continuous operations and
zero data loss during system faults.

Bounded 8-stage self-healing with
zero-downtime atomic state swaps.

Zero-Downtime
Pass

Data Sovereignty & PDPA
All customer and transaction data must
remain within national borders.

Air-gapped deployment with zero third-party
cloud API dependencies. 100% Sovereign
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4. 4-Phase SIRIM QAS Certification & Regulatory Approval Roadmap
To achieve formal ISO certification through SIRIM QAS International and fast-track BNM Fintech Sandbox deployment, Librae AI Labs
executes the following 4-phase program:

Phase & Timeline Certification Objective Deliverables & Milestones Regulatory
Authority

Phase 1: Gap Audit & Baseline
(Q1 2026)

Internal ISO 42001 & 27001
readiness review.

Control mapping dossiers, AST BNF
schemas, automated CI verification pipelines.

Librae AI Labs Internal
Audit

Phase 2: BNM Sandbox Entry (Q2
2026)

Formal sandbox submission with
partner financial institutions.

RiskShield policy templates, live transaction
logging, circuit-breaker test reports.

Bank Negara Malaysia
(BNM)

Phase 3: Stage 1 & 2 Audit (Q3
2026)

Formal third-party audit by
accredited certification body.

On-site verification of air-gapped vaults,
Ed25519 Merkle ledger, and watchdog
recovery.

SIRIM QAS
International

Phase 4: Full Certification (Q4
2026)

Final issuance of ISO/IEC 42001 &
27001 certificates.

Public certificate issuance, commercial
general availability, enterprise SLA rollout.

SIRIM QAS & Global
Bodies

5. Regulatory Governance Attestation & Endorsement

ATTESTATION STATEMENT:

Librae AI Labs Sdn. Bhd. affirms that the architectural specifications, control mappings, and cryptographic
safeguards detailed in this dossier represent the actual, compiled implementation of LIA Core v0.1.0. The
framework is fully prepared for formal regulatory onboarding under BNM Sandbox guidelines and ISO/IEC
certification audits.

LEAD ARCHITECT: Theenesan VK Kunjaayappan — Founder & Lead Systems Architect, LIBRAE AI LABS SDN. BHD.

CORPORATE JURISDICTION:
Registered in Malaysia (Co. Reg. No. 202601025362 (1687459-T)) | Address: No. 21, Jalan Melur 4, Taman
Cempaka, 31000 Batu Gajah, Perak, Malaysia

LEGAL ATTESTATION:
[Digitally Signed & Sealed for Regulatory Submission]
Theenesan VK Kunjaayappan — Founder & Lead Systems Architect
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